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     CLASE PRIMARY SCHOOL
ICT ACCEPTABLE USE AND ESAFETY POLICY
 
(This is a Local Authority Policy that has been adopted by 
the Governing Body at Clase Primary School)
Vision Statement

To create a happy, healthy learning community where everyone can achieve and succeed.


Mission Statement

We aspire for all our children to become healthy, confident, secure, caring individuals who strive to be the best they can be. They are given every opportunity to achieve their potential, develop a love of learning, foster a sense of belonging, acquire skills to become life-long learners and have the ability to make informed choices.


School Motto

Reaching high, Learning together, Having fun

UN Convention on the rights of children 
At Clase Primary School we put the United Nations Convention on the Rights of the Child (UNCRC) at the heart of our school’s planning, policies, practice and ethos. We are a rights-respecting school and teach about children’s rights and also model rights and respect in all its relationships: between teachers / adults and pupils. 
The UNCRC underpins our school vision and aims, in particular through Pupil Voice we encourage children to: 
· listen to others and respect their ideas  
· learn our rights, respect the rights of others and to inform others of children’s rights  
 
Inclusion 
 
Clase Primary School is an inclusive school that aims to meet the needs of all pupils including those with ALN. All children have access to a broad, balanced, stimulating and relevant curriculum whatever their ability or need whilst being encouraged to take responsibility for their own learning, striving to be the best they can. Multi-sensory learning and teaching approaches are used to engage and stimulate all children as learners and ensure their needs are met. 
 
Clase Primary School works in line with the Special Educational Needs Code of Practice 
2002. We deliver a person-centred package of support in line with the Additional Learning Needs and Educational Tribunal (ALNET) Act (2018). Developing skills, practice and processes in readiness for the implementation of Welsh Government legislation and guidance. 
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Curriculum, Learning and Experiences 
 
At Clase Primary we recognize  
 
‘there is a range of competences and skills which are foundations for almost all learning and are essential to being able to participate successfully and confidently in the modern world.’  
 
(Successful Futures: 2015) 
 
All Areas of Learning and Experience (AoLE) are underpinned by rich learning experiences which include  opportunities to develop numeracy, literacy and digital competency skills. 
 
 
This Acceptable Use Policy addresses rights, privileges and responsibilities associated with the Internet, communication and associated technologies. 
 
This policy seeks to extend, clarify and exemplify applicable civil and criminal law.  Reference should be made to relevant statutes where necessary. 
 
It is intended that the policy will be reviewed at least annually and updated as required.  Updates are the responsibility of the Head Teacher and ICT Coordinator and will be checked by members of the Digital Competence team.   
 
All involved parties should read the AUP carefully to ensure that they fully understand and accept the contents before signing it. 
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     INTRODUCTION 
 
This acceptable use policy covers specific risks associated with electronic communications and digital data storage.  This policy should be read in conjunction with the school’s Health and Safety Policy.  No piece of ICT equipment should be used if it poses an apparent danger of physical harm. 
 
New and emerging technologies have become integral to the lives of children and young people and their families in today’s society, both within school and in their lives outside school.  These technologies can stimulate discussion, promote creativity and make learning more effective.  They can also bring opportunities for staff to make learning more engaging and data management more efficient.  However, the school is aware that improper use of these systems could expose the children, the school and the users to potential legal liability and children into contact with inappropriate material.  The school will endeavour to ensure that staff, partners and volunteers have good access to ICT to enhance their work and the learning opportunities for pupils in their care.  In return the school expects staff, partners and volunteers to agree to be responsible users of ICT and encourage this attitude in the children. 
 
This Acceptable Use Policy is intended to ensure that: 
 
· Staff, partners and volunteers will be responsible users of ICT and stay safe while using the Internet and other communications technologies for educational, personal, professional and recreational use; 
· School ICT systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk; 
· Staff are protected from potential risk in their use of ICT in their everyday work. 
 
For my professional and personal safety I understand that: 
 
· The school may monitor my use of the ICT systems, email and other digital communications; 
· The rules set out in this agreement also apply to use of school ICT systems (e.g. laptops, email, the Swansea-Edunet Learning Platform and applications associated with Hwb and HWB+) both inside and outside the school and technologies owned by pupils, partners or staff, but brought onto school premises (such as, but not limited to, laptops, smart phones, network connected cameras, robots, PDAs and portable media players, etc.) 
 	 
    WHOLE-SCHOOL NETWORK SECURITY STRATEGIES 
 
The school’s computer network security systems are reviewed regularly by Swansea’s Information Communication Technology Support (ICTS). 
 
The school will regularly check user files, temporary Internet files and history files.  These checks will be carried out by the ICT coordinator, his designated deputy or member of the senior leadership team at least half termly. 
 
Uploading, downloading and installation of non-approved application software i.e. software not on the DSL (designated Software List), is denied unless specific permission is granted by the ICT Co-ordinator or Head Teacher.  On Apple devices, only software available through the official iTunes channel may be installed.  On Android devices only applications available through the Play Store or Amazon App Store can be considered.  Sideloading, jailbreaking or other such modifications to allow non-approved software to be installed is specifically prohibited on any device that will be accessible by pupils.  On devices running other operating systems, only the official distribution channel can be used to obtain and install software.  
  
All access to the school network requires entry of a recognised User ID and password.  Students and staff must log out after every network session.  Staff must log out or “lock” their networked computers if leaving them unattended. 
 
Virus protection software is installed and updated regularly by Information Communication Technology Support (ICTS) on an automatic basis. 
 
The use of personal memory sticks, portable hard discs, CD-ROMs or similar storage devices by students on the school network requires specific teacher permission and a virus check. 
 
Unapproved system utilities software and executable files are not allowed to be stored in student storage areas. 
 
Student files held on the school’s network are to be checked regularly by the class teacher, ICT Coordinator or his designated deputy on a half termly basis. 
 
Passwords 
 
Passwords are specific to each classroom team or individual. 
 
Always use your own personal passwords to access computer based services.  Authorised adults must enter the passwords for pupil Internet enabled accounts. 
 
Make sure you enter your personal passwords each time you logon.  Do not include passwords in any automated logon procedures. 
 
Do not record your passwords or encryption keys on paper or in an unprotected file unless a method of making the password unreadable by a third party is used. 
 
Only disclose your personal password to authorised ICT support staff when necessary, and never to anyone else. 
 
Make sure that logged-on workstations are not left unattended.  Remember to lock them or log off. 
 
In the event of a personal password becoming known by a pupil or unauthorised adult, the ICT coordinator, his deputy or the Head Teacher must be informed as soon as the security breach becomes apparent so that remedial action can be taken. 
 
Accounts accessed by a staff password must not be used by pupils or unauthorised adults. 
 
Remote Access 
 
You are responsible for all activity via any remote access facility. 
 
Only use equipment with an appropriate level of security for remote access. 
 
To prevent unauthorised access to school systems, do not disclose your username and password to anyone. 
 
Select passwords that are not easily guessed e.g. do not use your house or telephone number or choose consecutive or repeated numbers. 
Avoid writing down or otherwise recording any network access information.  Any such information that is written down must be kept in a secure place and disguised so that no other person will be able to identify what it is. 
 
Protect school information and data at all times, including any printed material produced while using the remote access facility.  Take particular care when access is from a non-school environment e.g. printing reports in a public library.  
 
Storing/Transferring Personal, Sensitive, Confidential or Classified Information Using Removable Media 
 
Ensure removable media is supplied with encryption systems. 
 
Store all removable media securely. 
 
Securely dispose of removable media that may hold personal data. 
 
Encrypt all files containing personal, sensitive, confidential or classified data or photographic images. 
 
Ensure hard drives from machines no longer in service are removed and stored securely or wiped clean using an approved deletion utility. 
 
 
     RISK ASSESSMENT AND MANAGEMENT OF INTERNET CONTENT 
 
The school, in conjunction with Information Communication Technology Support has taken and will continue to take, all reasonable precautions to ensure that students access appropriate material only.  However, it is not possible to guarantee that a student will never come across unsuitable material while using a school networked computer, tablet or similar resource.  The school, however, cannot accept liability if such material is accessed nor for any consequences resulting from Internet access. 
 
All students are to be taught effective online research techniques, including the use of subject catalogues and safe search engines.  Receiving information over the web or in e-mail or text messages presupposes good information-handling skills.  
 
Key online information-handling skills include: 
 
· Ensuring the validity, currency and origins of the information accessed or received; 
· Using alternative sources of information for comparison purposes; 
· Identifying an author’s name, date of revision of the materials, and possible other links to the site; 
· Respecting copyright and intellectual property rights. 
 
eSafety will be embedded in the school’s Schemes of Work and taught, at an appropriate level, to each year group including ALN facilities. 
 
As far as possible, students will be made fully aware of the risks to which they may be exposed while on the Internet.  They will be shown how to recognise and avoid the negative areas of the Internet such as pornography, violence, racism and exploitation of children. 
 
However, if they encounter such material they will know that they should switch off the monitor, not the computer, and report the incident to the nearest teacher, the ICT co-ordinator or a member of the office staff who will deal with it according to this policy. 
 
 
       REGULATION AND GUIDELINES 
 
The school’s Internet access incorporates a software filtering system to block certain chat rooms, newsgroups, and inappropriate websites.  The filtering system used on the school network aims to achieve the following:   
 
· Access to inappropriate sites is blocked when the specific Internet accounts are in use. 
· Access will be allowed only to a listed range of approved sites when the general student accounts are in use. 
· The content of web pages or web searches is dynamically filtered for unsuitable words. 
· A rating system is used to rate web pages for inappropriate content and that the web browsers are set to reject these pages. 
· Records of banned Internet sites visited by students and teachers are logged.  
 
Accessing a site denied by the filtering system will result in a report being generated and sent to Information Communication Technology Support for appropriate action. 
 
The school's ICT Co-ordinator regularly assesses the effectiveness of the filtering system and liaises with ICTS in the event of adjustments being required.  The school’s filtering strategy depends on the age and curriculum requirements of each class. 
 
The school will immediately report the details of any inappropriate or illegal Internet material found to the ICTS helpdesk on 01792 636900 or via the web based contact facility. 
 
Similarly, the school will request of ICTS that 'allow' access be made of certain banned sites and provide the educational reasons behind the request.  However, the final decision to allow these requests will be taken by the head of Information Communication Technology Support. 
 


E-mail accounts  
 
Students have been provided with email accounts linked to their Hwb accounts.  At Clase Primary School we have decided to limit theses accounts so that they can only receive messages from other Hwbmail users. 
 
Students shall immediately report any offensive e-mails that they receive in their provided Hwbmail account to their class teacher or the ICT coordinator who will pass details to the ICTS helpdesk on 01792 636900. 
 
Access in school to external, Web-based, personal e-mail accounts such as Gmail or Facebook mail is denied to all students for network security reasons. 
 
Access in school to external, Web-based, personal e-mail accounts is denied to all employees, unless authorised by the Head Teacher or ICT coordinator.   
 
It is forbidden to distribute chain letters or to forward a message without the prior permission of the sender or under instruction by the class teacher. 
 
Students may send spam messages only if they are required to do so as part of, for example, project work.  Permission from the teacher will always be required to do this. 
 
Students may not reveal their own or other people’s personal details, such as addresses or telephone numbers or arrange to meet someone outside school via the school network. 
 
Sending and receiving e-mail attachments is subject to permission from the class teacher. 
 
The school’s website 
 
An editorial team consisting of at least the ICT coordinator or ICT teaching assistant, manages all aspects of placing web pages on the school's website. It has full editorial responsibility and ensures that the content on the site is accurate and appropriate.  The website will comply with the Local Authority's guidelines. 
 
The copyright of all material produced by the school for display on the school’s web pages belongs to the school.  Permission to reproduce any other material will be sought and obtained, from the copyright owner. 
 
The contact details for the school will include only the school's postal address, e-mail address and telephone number.  No information about teachers' home addresses or the like will be published. 
 
Photographs of students will not be published without a parent or carer’s written permission.  A student’s full name will not be used in association with photographs.  Photographs of staff will only be published if the staff member has consented to this being done. 
 
Website photographs that include students will be carefully selected and will be of a type that doesn't allow individual students to be identified - group photographs or ‘over the shoulder’ images are preferred. 
 
See http: http://www.learn-ict.org.uk/esafety/index.htm for the most up to date advice 
 
Moderated mailing lists, newsgroups and chat rooms 
 
The school uses an e-mail distribution list to send messages to selected groups of users. 
 
Teachers will moderate other collaboration tools such as newsgroups and chat rooms if used on the school network for learning purposes.  Agreement to use such groups must first be obtained from a member of the Leadership team or ICT coordinator. 
 
Students will be denied access to public or unmoderated chat rooms. 
 
Only regulated educational chat environments can be used.  They will always be used under supervision.  Safety is the major consideration. 
 
Only newsgroups that have educational goals and content can be made available to students. 
 
School ICT Equipment 
 
As a user of ICT, you are responsible for any activity undertaken on the school’s ICT equipment provided to you. 
 
Ensure that all ICT equipment that you use is kept physically secure wherever practical. 
 
It is imperative that you save your data on a frequent basis either on your HWB account through Microsoft OneDrive or to the school’s network drives.  You are responsible for the backup and restoration of any of your data that is not held on the school’s network drive. 
 
Personal or sensitive data should not be stored on the local drives of desktop PCs.  If it is necessary to do so the local drive must be encrypted. 
 
Privately owned ICT equipment should not be used on a school network without the permission of the Head Teacher or ICT coordinator. 
 
On termination or suspension of employment, resignation or transfer, return all ICT equipment to your Manager.  You must also provide details of all your system logons so that they can be disabled. 
 
It is your responsibility to ensure that any information accessed from your own PC or removable media equipment is kept secure, and that no personal, sensitive, confidential or classified information is disclosed to any unauthorised person. 
 
Mobile Technologies 
 
Many newer technologies offer new opportunities for teaching and learning including a move towards personalised learning and 1:1 device ownership for children and young people.  Many existing mobile technologies such as portable media players, PDAs, tablets, gaming devices and mobile phones are familiar to children outside of school too.   
 
Emerging technologies will be examined for educational benefit and the risk assessed before their use in school is allowed.  Our school chooses to manage the use of these devices in the following ways so that users exploit them appropriately.  
This approach is under constant review as the technologies mature and the educational benefits weighed against the potential risks. 
 
 
Personal Mobile Devices (including telephones) 
 
The school allows staff to bring in personal mobile phones and devices for their own use.  The school does not allow a member of staff to contact a pupil or parent/carer using their personal device unless in exceptional circumstances that must be approved by the Head Teacher.  Examples of acceptable circumstances might be the case where a staff member is the parent of a pupil or if the school provided communication devices fail. 
 
This technology may be used, however for educational purposes, as mutually agreed with the Head Teacher.  The school is not responsible for the loss, damage or theft of any personal mobile device. 
 
The sending of inappropriate text, email or other forms of messaging between any members of the school community is not allowed. 
 
Permission from a member of the Senior Leadership Team or ICT coordinator must be sought before any images or sound recordings are made on these devices of any member of the school community.  Permission of the individuals involved must also be obtained before recordings are made. 
 
Users bringing personal devices into school must ensure there is no inappropriate or illegal content on the device. 
 
School Provided Mobile Devices (including iPads, other tablets & telephones) 
 
It is a user’s responsibility to keep the provided mobile device safe and secure. 
 
Where provided a protective case or cover must be used with a mobile device. 
 
The screens of iPads and other table devices are made of glass and therefore subject to cracking and breaking if misused: Never drop nor place heavy objects (books, laptops, etc.) on top of an iPad or similar device. 
 
Only a soft cloth or approved laptop screen cleaning solution is to be used to  clean the screen of a tablet device. 
 
Do not subject the mobile device to extreme heat or cold. 
 
Do not store or leave a school provided tablet unattended in any vehicle. 
  
The whereabouts of the mobile device should be known at all times. 
 
Memory space is limited. Academic content takes precedence over personal  files and applications. 
 
The sending of inappropriate text messages, emails, images or other form of communication between any member of the school community is not allowed. 
 
Permission from the subject must be sought before any images or sound recordings are made on these devices by any member of the school community.  If an image is inadvertently captured, it must be deleted as soon as the error becomes apparent. 
 
Where the school provides mobile technologies such as phones, laptops, tablets, iPods or PDAs for offsite visits and trips, only these devices should be used unless authorised in advance by the Head Teacher.  Alternate devices can be used in the event of catastrophic failure of the provided equipment, but copies of all files so captured should be transferred to the school network as soon as practicable and the original files deleted. 
 
The mobile device maybe subject to routine monitoring by Clase Primary School. Devices must be surrendered immediately upon request by the ICT-coordinator, any member of the leadership team or a School Governor. 
 
Clase Primary School is not responsible for the financial or other loss of any personal files or applications that may be deleted from an iPad, iPod, Smartphone or other mobile device. 
 
If the iPad is lost, stolen, or damaged, the ICT Technicians/Network  Manager/Head Teacher must be notified immediately. 
 
If any mobile device is found unattended, it should be handed in to the school office.  A member of the office staff should then contact the ICT-coordinator or ICT technician. 
 
It is the class or group teacher’s responsibility to ensure that pupils who have been provided with a mobile device use in accordance with the school’s acceptable use policy.  The teacher should ensure that children do not download or install any material to the mobile device and that no files are uploaded to public facing web sites.  It is particularly important to ensure that any images taken by a child of another member of the school community without the correct written consent are deleted as soon as possible and not distributed in any form. 
 
Guidance for staff on the use of Social Networks and Blogs 
 
Social networking sites (e.g. Facebook, LinkedIn etc.), blogging sites (e.g. Wordpress, Blogger etc.) and services such as Twitter, Instagram or Whatsapp are a way of life for many young people and adults.  However, adults working with children should review their use of social networks as they take on professional responsibilities.  Once published online, information such as photographs and blogs are almost impossible to control.  Some adults have been ‘caught out’ by posting comments or remarks about work or colleagues.  It is strongly advised that you make no reference to your school life, explicit or implied, on these sites or otherwise bring your employer into disrepute.  Please also see the Local Authority’s Codes of Conduct for employees. 
 
 
      Communicating the school’s AUP 
 
Informing pupils 
 
Pupils will be informed that their Internet use is monitored and be given instructions on safe and responsible use of the Internet. As part of our school consent booklet pupils are required to sign saying they will use all digital equipment in an appropriate manner that follows our ICT guidelines.  
 
Informing staff 
 
All curriculum and admin staff will be provided with a copy of the School’s Acceptable Use Policy.  Teachers are to be aware that Internet traffic can be monitored and traced to an individual user.  Staff will be consulted regularly about the development of the school’s Acceptable Use Policy and instructions on safe and responsible Internet.  Teachers will also sign the relevant part of the Acceptable Use Policy’ document. 
 
New staff are to be provided with a copy of the Acceptable Use Policy as part of any induction they receive and are required to have agreed to and signed the policy before they access networked resources. 
 
To avoid misunderstandings teachers will contact the ICT Co-ordinator regarding any doubts that arise concerning the legitimacy of any given instance of Internet use.   
 
Informing parents / carers 
 
Parents’ attention will be drawn to the School AUP by the school brochure and on the school’s website.  Advice that accords with acceptable and responsible Internet use by students at home will be made available to parents.  Safety issues will be handled sensitively. 
 
As of May 2018 the school has published and sent out a comprehensive consent booklet that asks for parents to agree to our Acceptable Use Policy and encourages parents to sit with their child and talk through the pupil Acceptable Use Policy.  
 
The consent booklet was designed in line with the introduction of GDPR and obtains parental consent for the publication of photographs of students on any digital media that the school uses. Each media platform we use is listed and parents have to opt-in to give consent to any photographs of their child being used on individual media outlets. 
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Staff, Governor and Visitor 
Acceptable Use Agreement/Code of Conduct 
 
· I will ensure my online activities comply with current civil and criminal legislation. 
· I will only use the school’s e-mail/Internet/Intranet/Learning Portal and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Headteacher or Governing Body. 
· I will not use the school’s fixed or mobile hardware, software, e-mail or network related technologies for personal or commercial gain. 
· I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related authorities. 
· I will ensure that all electronic communications with pupils and staff are compatible with my professional role. 
· I will not give out my own personal details, such as mobile phone number or personal e-mail address, to pupils except with the written permission of the Head Teacher. 
· I will only use the approved, secure e-mail system(s) for any school business unless otherwise authorised by the Head Teacher. 
· I will ensure that personal data (such as data held on MIS software) is kept secure and is used appropriately, whether in school, taken off the school premises or accessed remotely.  Personal data can only be taken out of school or accessed remotely when authorised by the Head or Governing Body.  Personal or sensitive data taken off site must be encrypted. 
· I will not install or modify any hardware or software without the permission of The ICT Co-ordinator. 
· I will not browse, download, upload or distribute any material that could be considered offensive, illegal, defamatory or discriminatory. 
· Images of pupils and/or staff will only be taken, stored and used for professional purposes in-line with school policy and with written consent of the parent, carer or staff member.  Images will not be distributed outside the school network without the permission of the parent/carer, member of staff or Headteacher. 
· I understand that my use of the Internet and other related technologies may be monitored and logged and can be made available, on request, to my Line Manager or Headteacher. 
· I will not attempt to make use of school hardware or software in an illegal or malicious manner. 
· I will not attempt to destroy or damage any school provided hardware or software. 
· I will respect copyright and intellectual property rights. 
· I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute. 
· I will support and help pupils to be safe and responsible in their use of ICT and related technologies. 
 
User Signature 
 
I have read and understood the full AUP and e-safety policy and agree to follow this code of conduct to support the safe and secure use of ICT throughout the school. 
 
Signature:
Date: 
Full Name :
Job Title: 

Revised 5th September 2018 
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